Worksoft Certify Technical Note

Integrating Worksoft Certify with ServiceNow

Worksoft Certify® integrates with ServiceNow® to allow users to submit incidents into the ServiceNow system
that were found in the Certify Result Viewer. ServiceNow is an IT incident management system that allows
users to capture and organize IT incidents, assign work, and follow team activities.

With the integration software, you are able to create ServiceNow incidents and populate all of the incident’s
fields by using information from Certify results and processes. The incident is then imported into a ServiceNow
system where you are able to edit and refine the incident. After the incident is submitted to ServiceNow, you
are unable to see the details of the incident in Certify.

In order to integrate Certify with ServiceNow, you will need to do the following:
€ Create an Extension hook in Certify
@ Configure ServiceNow

€@ Map ServiceNow fields

Integration Architecture

The following diagram shows an overview of how this integration works.
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In the Certify Result Viewer, a user right-clicks on a failed step and selects Send To > ServiceNow. Certify
generates a result XML file and an image file that is sent to the ServiceNow Integration tool.
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The Integration tool completes the following tasks:
€ Reads the result file

€ Queries the Certify database for details of the target ServiceNow system, including the URI, user name,
password, and field mapping

Generates a ServiceNow incident
Populates fields for the incident in ServiceNow by using Certify process and results data
Submits the incident to ServiceNow which provides back an ID for a new incident

Records the incident ID into the Certify database
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Launches ServiceNow to allow users to do additional editing on the new incident

ServiceNow Integration Command Line Modes

The ServiceNow Integration tool is implemented using a standalone command line executable. This executable
has five modes of operation:

PING
GET_METADATA
SET_CONFIG
GET_CONFIG
CREATE_INCIDENT
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When you start the ServiceNow Integration executable without any arguments, you will see a summary of all
five modes with a description.

E® Administrator CiWindowsisystern32hemd.exe - servicenowintegration exe = |_IEI_I

C:“\Program Files“WorksoftsCertifysClient>servicenowintegration.exe
ServiceMowIntegration.exe can he called 5 ways:

* ServiceMowlntegration.exe
— Called with no arguments in order to see thisz help message

ServiceNowIntegration.exe PING
— Ping ServiceMouw

ServiceNowIntegration.exe GET_METADATA filename
— Extract metadata write to the file specified

ServiceMowlntegration._.exe SET_CONFIG filename
— Save configuration data from the file specified to Certify database

ServiceNouwlntegration.exe GET_CONFIG filename
— Get configuration data from Certify database to the file specified

* ServiceMowIntegration.exe CREATE_INCIDENT projectname filename
— Extract result details from file then populate and submit an issue to Servic
eMow for the specified project

Press enter key to continue.
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PING Mode

ServiceNow Integration executable is started with the PING mode. In this mode, ServiceNow configuration
stored in Certify is retrieved, and an attempt will be made to connect with the ServiceNow system. Any
conditions resulting in an error will be shown to the user.

GET_METADATA Mode

You will use the GET_METADATA mode to create a configuration file template. This mode extracts metadata
and writes to a specified file.

The GET_METADATA mode also helps identify fields that are needed for ServiceNow incidents. The output file
includes details about projects, fields, and values from your ServiceNow instance.

SET_CONFIG Mode

The SET_CONFIG mode saves configuration data from a specified file and stores the data to a Certify
database.

The attribute CREATEDEFECT has two possible values—Yes and No. The value of this attribute determines if a
defect or incident is created. If the value is Yes, then a defect is created, and if the value is No, then an
incident is created. The default value is No.

Example:
This XML file does not have any style information associated with it.

<DETAI LS>
<USERNAME>0bai d. ul | ah</ USERNAVE>
<PASSWORD>wor ksof t </ PASSWORD>
<URI >ht t ps: // wor ksof t sandbox. servi ce- now. conx/ URl >
<CREATEDEFECT>no</ CREATEDEFECT>

<Fl| ELDS>
<Fl| ELD>
<NAME>cal | er </ NAME>
<VALUE/ >
<VALUEMAPPI NG>user nane</ VALUEMAPPI NG>
</ FlI ELD>
<FI ELD>
<Dl SPLAYEDNANME>af f ect ed user </ DI SPLAYEDNAME>
<NAME>cal | er _i d</ NAME>
<VALUE/ >
<VALUEMAPPI NG>user nane</ VALUEMAPPI NG>
</ FI ELD>
<FI ELD>
<NAME>i nmpact </ NAME>
<VALUE/ >
</ FI ELD>
<FI ELD>
<NAVME>ur gency</ NAVE>
<VALUE/ >
</ FI ELD>
<FI ELD>
<NAME>cont act _t ype</ NAVE>
<VALUE/ >
</ FI ELD>
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<Fl ELD>
<NAVME>opened_by</ NAME>
<VALUE/ >
<VALUENMAPPI NG>user nane</ VALUEVAPPI NG>
</ FI ELD>
<Fl ELD>
<NAME>cat egor y</ NAME>
<VALUE/ >
</ FI ELD>
<Fl ELD>
<NAME>subcat egor y</ NAME>
<VALUE/ >
</ Fl ELD>
<Fl ELD>
<NAME>confi gurati on_it en</ NAVE>
<VALUE/ >
</ Fl ELD>
<Fl ELD>
<NAME>st at e</ NAME>
<VALUE/ >
</ Fl ELD>
<Fl ELD>
<NAME>assi gnnent _gr oup</ NAME>
<VALUE/ >
<VALUEMAPPI NG>user nane</ VALUEVAPPI NG>
</ Fl ELD>
<Fl ELD>
<NAME>owner </ NAVE>
<VALUE/ >
<VALUEMAPPI NG>user nane</ VALUEMAPPI NG>
</ Fl ELD>
<Fl ELD>
<NAME>descri pti on</ NAMVE>
<VALUE/ >
<VALUEPATH>
CertifyResul t s/ LogTest St ep/ LogTest St epDetai | s/ Narrative
</ VALUEPATH>

</ Fl ELD>

<Fl ELD>
<NAME>short _descri pti on</ NAME>
<VALUE/ >
<VALUEPATH>

CertifyResults/LogTest St ep/ LogTest StepDetails/Narrative
</ VALUEPATH>
</ Fl ELD>
</ FI ELDS>

</ DETAI LS>

The password field is specified in clear text, but it is encrypted when it is stored in the Certify database.
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GET_CONFIG Mode

The GET_CONFIG mode extracts configuration details from the Certify database and stores the details in a
specified file.

The password will not be decrypted to prevent anyone from finding out the ServiceNow password. If the
mapping file is updated and needs to be saved back to Certify, you are able to do one of the following to
protect your password:

€ Omit the password tag.
Password field in the database will not be updated.

€ Provide the correct clear-text value for the password.

CREATE_INCIDENT Mode

The CREATE_INCIDENT mode extracts result details from the result file, queries the Certify database for
details of the target ServiceNow system, and generates a ServiceNow incident. If the integration was
successful, then details of the ServiceNow incident will be associated with the result in the Certify database.

An entry will be created in a table called External incident, and the entity ID field will be the ID of the result log
header. Details will be added to a child table called External Incident Details, and these details will include the
ID and key of the ServiceNow incident. If a value for a field cannot be determined, then the default value
Unknown will be used.

Creating an Extension Hook in Certify

The ServiceNow integration is implemented by creating an Extension hook in Certify and associating the hook
to a Certify project.

» 7o create a hook:

1 In the Certify Navigation pane, click Extensions.

2 In the Navigation tree, select Extensions > Hooks > Result.
3 Right-click in the Summary pane and select New Hook.

The New Hook dialog box appears.

MNew Hook et
Name * ||
Description
Path *
Type *
]
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In the Name field, type Ser vi ceNow.
In the Description field, type Ser vi ceNow Hook.

In the Path field, type the path where the ServiceNowlIntegration.exe file is found in the Worksoft
Certify client folder: . . . Worksoft\Certify\Cient\servicenow ntegration. exe.

Click OK.

7o add a hook to a profect:
In the Certify Navigation pane, click Projects.
The Projects window appears.
In the Summary pane, select a project.
Click the Hooks tab.
Right-click in the Hooks tab and select Add Hook.
The Select Hooks dialog box appears.
Select a hook in the Summary pane.

Click OK.

The hook is added to the project and appears in the Hooks tab. Also, the ServiceNow option appears in
the right-click menu option Send To in the Results Viewer Summary pane.

Configuring the ServiceNow Connection

In order for you to integrate with ServiceNow, you will need to do the following tasks:

*

2
¢

>

1
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Create a configuration file for the ServiceNow Integration executable. The file requires a URI, user name,
and password. This information gets stored in the Certify database along with details of which fields to
populate in a ServiceNow incident.

Save the configuration file in the Certify database.

Verify the ServiceNow connection.

7o create a configuration file:

Open the Command Prompt window and navigate to the folder where ServiceNow Integration file is
located.

Example: . . .Worksoft\Certify\Cient\servicenow ntegration. exe

Run the ServiceNow integration executable without any parameters.
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All available ServiceNow modes display.

B Administrator: CAMWindowshsystem32icmd.exe - servicenowintegration.exe [ = |__EI_}
-

C:~Program Files“Worksoft\Certify~Client>servicenowintegration.exe
ServiceMowIntegration.exe can be called 5 ways:

* ServiceMowlntegration.exe
— Called with no arguments in order to see this help messzage

m

ServiceNowIntegration.exe PING
— Ping ServiceNow

ServiceNowIntegration.exe GET_METADATA filename
— Extract metadata write to the file specified

ServiceNowIntegration.exe SET_CONFIG filename

— Save configuration data from the file specified to Certify database

ServiceNowIntegration.exe GET_CONFIG filename
— Get configuration data from Certify database to the file specified

ServiceMovwIntegration.exe CREATE_INCIDENT projectname filename
— Extract result details from file then populate and submit an issue to Serwvic
eNow for the specified project

Press enter key to continue.

Execute the ServiceNow Integration executable again with the GET_METADATA mode to create a
configuration file template.

Example:

Servi ceNow nt egrati on. exe GET_METADATA "c:\tenp\ Servi ceNowTenpl ate. xm "
Open the new XML file in a text editor.

Add the following ServiceNow information:

e User name

e Password

e URI

Example:

<DETAI LS>

<USERNAME>nyuser nane</ USERNAVE>

<PASSWORD>wor ksof t </ PASSWORD>

<URI >ht t ps: // wor ksof t sandbox. servi ce- now. conx/ URI >
</ DETAI LS>

Save the updated configuration file. You are able to rename the file, but it needs to be saved as an
XML file.

You now need to save the configuration file to the Certify database.
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» 70 save the configuration file to the Certify database:

Open the Command window and navigate to the ServiceNow Integration executable.

Execute the ServiceNow Integration executable with the SET_CONFIG mode to upload the configuration

file to the Certify database.
Example:

Servi ceNowl nt egrati on. exe SET_CONFI G C: \t enp\ Ser vi ceNow
configuration. XM

If there are errors, then the command window will indicate the source of the problem.

3 To retrieve the ServiceNow configuration that is now stored in Certify, run the executable with the
GET_CONFIG mode to retrieve the configuration.

Example:
Servi ceNow nt egrati on. exe GET_CONFI G C:\t enp\ Ser vi ceNowConfi g. xni

The configuration file is stored in Certify.

BN Administrator: CNWindows\systern32%emd.exe - servicenowintegration.exe GET_COMFIG "CATEMP.., | — | |_IE|_|@

C:sProgram Files“Worksoft:Certify~Client>servicenowintegration.exe GET_CONFIG *'C
SNTEMPSServicenowConf ig . XML

Conf iguration retrieved successfully into file C:\TEMP~ServicenowConfig.XML
Press enter key to continue.

The next step is to verify the ServiceNow connection.

» 7o verify the ServiceNow connection:

In the Command Prompt window, execute ServiceNowlIntegration.exe with the following command:
.Worksoft\Certify\Cient\servicenow ntegration.exe PING

The ServiceNow credential is retrieved from the Certify database and connects to a remote ServiceNow
system. If there are errors, they will be shown to the user as why it was unable to connect.
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Mapping ServiceNow Fields

When an incident is created and submitted into ServiceNow, it must have values in the required fields. You will
need to identify required fields, optional fields, and values by consulting your ServiceNow administrator.

You can also run the ServiceNow Integration executable with the GET_METADATA mode to identify needed
fields. The output file includes details about projects, fields, and values from your ServiceNow instance.

Mapping information is specified in a text file that is subsequently loaded into the Certify database. The text
file has the following structure:

<DETAI LS>
<FI ELDS>
<FI ELD>Fi el d 1 detai |l s</ Fl ELD>
<FI ELD>Fi el d 2 detai |l s</ FlI ELD>
<FI ELD>Fi el d 3 detai | s</ FI ELD>
</ Fl ELDS>
<USERNAME>nyuser i d</ USERNAVE>
<PASSWORD>wor ksof t </ PASSWORD>
<URI >ht t ps: // wor ksof t sandbox. ser vi ce- now. conx/ URl >

</ DETAI LS>

Username and password fields are optional. Theses fields need to be loaded into Certify one time, and they do
not need to be loaded with field definitions.

Each field and value is identified by the node named as Name and Value respectively. Sometimes a name in
name field does not match with the corresponding field name displayed in ServiceNow Ul. In such an instance,
the node <DISPLAYNAME> is used to display the Ul name. The value of this field shall not be used in any
processing. The name is included only to help the end user to map the field in configuration with the
corresponding name displayed in the Ul.

Where to Get Data for ServiceNow Fields

As part of your implementation, you need to determine where to get data for the fields in your ServiceNow
incidents. Data can be gathered from the following places:

€ Hard-coded value
Example:

<FI ELD>
<NAME>cal | er </ NAMVE>
<VALUE>abc</ VALUE>
</ FlI ELD>

In this case, the User field will be identified by the value in the Value field.
€ Value is mapped to another field in the XML file

<FI ELD>
<Dl SPLAYEDNANVE>af f ect ed user </ DI SPLAYEDNANVE>
<NAME>cal | er _i d</ NAMVE>
<VALUE/ >
<VALUEMAPPI NG>user nanme</ VALUENMAPPI NG>
</ FI ELD>
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If no value is defined under in the Value field, then the value of the ValueMapping field is used to search
corresponding fields in the XML file. In this particular case, username will be used as value for caller_id.

Value retrieved from the Certify execution result using an XPath expression

<Fl ELD>
<NAME>descri pti on</ NAME>
<VALUE> </ VALUE<
<VALUEPATH>
CertifyResul ts/LogTest St ep/ LogTest StepDetail s/ Narrative
</ VALUEPATH>
</ FI ELD>

The Valuepath field will be used to extract a value from the XPath expression in the result XML file.

Save Field Mapping File to Certify

In the Command Prompt window, execute ServiceNowlIntegration.exe to load your mapping file into the Certify
database.

Example:

.Worksoft\ Certify\dient\servicenow ntegration.exe C \tenp\configuration.txt

SET_CONFI G

If there are errors, then the command window will indicate the source of the problem.

Submitting an Incident or Defect

After you have completed configuring the ServiceNow configuration, you are now able to submit an incident or
defect to ServiceNow. You will use the Certify Result Viewer to submit them into ServiceNow.

>

1
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7o submit an incident or defect:

In the Certify Result Viewer, select a process in the Navigation pane.

The Summary pane lists the steps of the process.

Right-click on a step and select Send To > ServiceNow.

Certify generates a result XML file and an image file that is sent to the ServiceNow Integration tool.
The ServiceNow Integration tool completes the following tasks:

* Reads the result file

e Queries the Certify database for details of the target ServiceNow system, including the URI, user
name, password, and field mapping

e Generates a ServiceNow incident or defect

e Populates fields for the incident or defect in ServiceNow by using Certify process and results data

e Submits the incident or defect to ServiceNow which provides back an ID for a new incident or defect
e Records the incident or defect ID into the Certify database

e Launches ServiceNow to allow users to do additional editing on the new incident or defect

While the incident or defect is being constructed and submitted, the Command Prompt window shows
the details of the progression.
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